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CHAPTER  1 
Command Line Interface

This chapter describes how to access and use the CLI (Command Line Interface).

1.1  Overview 
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See Chapter 25 on page 233 for more information about the user types. User users can only 
log in, look at (but not run)
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password: less than 15 
chars

1-15 alphanumeric or `~!@#$%^&*()_\-+={}|\;:'<,>./

password: less than 8 
chars

1-8 alphanumeric or ;/?:@&=+$\.-_!~*'()%,#$

password Used in user and ip ddns

1-63 alphanumeric or `~!@#$%^&*()_-+={}|\;:'<,>./

Used in e-mail log profile SMTP authentication

1-63 alphanumeric or `~!@#$%^&*()_-+={}|\;:'<>./

Used in device HA synchronization
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5.2  Registration Commands
The following table identifies the values required for many of these commands. Other input 
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185 Senegal 186 Seychelles

187 Sierra Leone 188 Singapore
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6.2  Interface General Commands Summary
The following table identifies the values required for many of these commands. Other input 
values are discussed with the corresponding commands.

The following sections introduce commands that are supported by several types of interfaces. 
See Section 6.6 on page 68 for the unique commands for each type of interface.

6.2.1  Basic Interface Properties and IP Address Commands
This table lists basic properties and IP address commands.

Table 15   Input Values for General Interface Commands
LABEL DESCRIPTION

interface_name The name of the interface.
Ethernet interface: For the ZyWALL USG 300 and above, use gex, x = 1 - N, 
where N equals the highest numbered Ethernet interface for your ZyWALL model.

ZyWALL USG 100 and 200 models use a name such as wan1, wan2, opt, 
lan1, ext-wlan, or dmz.

virtual interface on top of Ethernet interface: add a colon (:) and the number of the 
virtual interface. For example: gex:y, x = 1 - N, y = 1 - 4
VLAN interface: vlanx, x = 0 - 4094
virtual interface on top of VLAN interface: vlanx:y, x = 0 - 4094, y = 1 - 4
bridge interface: brx xx
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[no] description description Specifies the description for the specified interface. 
The no command clears the description.
description: You can use alphanumeric and 
()+/:=?!*#@$_%- characters, and it can be up 
to 60 characters long.

[no] downstream <0..1048576> This is reserved for future use.
Specifies the downstream bandwidth for the 
specified interface. The no command sets the 
downstream bandwidth to 1048576.

exit Leaves the sub-command mode.

[no] ip address dhcp Makes the specified interface a DHCP client; the 
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6.2.6  Connectivity Check (Ping-check) Commands
Use these commands to have an interface regularly check the connection to the gateway you 
specified to make sure it is still available. You specify how often the interface checks the 
connection, how long to wait for a response before the attempt is a failure, and how many 
consecutive failures are required before the ZyWALL stops routing to the gateway. The 
ZyWALL resumes routing to the gateway the first time the gateway passes the connectivity 
check.
This table lists the ping-check commands
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6.6.2  Cellular Interface Command Examples
This example shows the configuration of a cellular interface named cellular2 for use with a 
Sierra Wireless AC850 3G card. It uses only a 3G (or 3.5G) connection, PIN code 1234, an 
MTU of 1200 bytes, a description of  "This is cellular2” and sets the connection to be nailed-
up.

Unlock PUK fail Your attempt to unlock a WCDMA 3G device’s PUK failed because you entered 
an incorrect PUK.

Unlock PIN fail Your attempt to unlock a WCDMA 3G device’s PIN failed because you entered 
an incorrect PIN.
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CHAPTER  9 
Routing Protocol

This chapter describes how to set up RIP 
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9.2.3  OSPF Area Commands
This table lists the commands for OSPF areas.

9.2.4  Virtual Link Commands
This table lists the commands for virtual links in OSPF areas.

[no] passive-interface interface_name Sets the direction to “In-Only” for the specified 
interface. The no command sets the direction to 
“BiDir”.
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CHAPTERC
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10.2.1  Zone Command Examples
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CHAPTER  11 
DDNS

This chapter describes how to configure dynamic DNS (DDNS) services for the ZyWALL.

11.1  DDNS Overview
DNS maps a domain name to a corresponding IP address and vice versa. Similarly, dynamic 
DNS maps a domain name to a dynamic IP address. As a result, anyone can use the domain 
name to contact you (in NetMeeting, CU-SeeMe, etc.) or to access your FTP server or Web 
site, regardless of the current IP address.
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11.2  DDNS Commands Summary
The following table describes the values required for many DDNS commands. Other values 
are discussed with the corresponding commands.

The following table lists the DDNS commands.

Table 55   Input Values for DDNS Commands
LABEL DESCRIPTION

profile_name The name o}Tw
[(1)55b5t1ame
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CHAPTER  12 
Virtual Servers

This chapter describes how to set up, manage, and remove virtual servers. Virtual server 
commands configure NAT.

12.1  Virtual Server Overview
Virtual server is also known as port forwarding or port translation.
Virtual servers are computers on a private network behind the ZyWALL that you want to make 
available outside the private network. If the ZyWALL has only one public IP address, you can 
make the computers in the private network available by using2.3ual 
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12.2.1  Virtual Server Command Examples
The following command creates virtual server WAN-LAN_H323 on the wan1 interface that 
maps IP addresses 10.0.0.8 to 192.168.1.56. for TCP protocol traffic on port 1720. It also adds 
a NAT loopback entry.
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CHAPTER  14 
ALG



Chapter 14 ALG





Chapter 14 ALG

ZyWALL (ZLD) CLI Reference Guide











 Chapter 15 Firewall



Chapter 15 Firewall

ZyWALL (ZLD) CLI Reference Guide





Chapter 15 Firewall

ZyWALL (ZLD) CLI Reference Guide







133

PART IV





ZyWALL (ZLD) CLI Reference Guide 135
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CHAPTER  18 
L2TP VPN

This chapter explains how to set up and maintain L2TP VPNs in the ZyWALL. 

18.1  L2TP VPN Overview
L2TP VPN lets remote users use the L2TP and IPSec client software included with their 
computers’ operating systems to securely connect to the network behind the ZyWALL. The 
remote users do not need their own IPSec gateways or VPN client software. 

Figure 21   L2TP VPN Overview
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18.4  L2TP VPN Commands
The following table describes the values required for some L2TP VPN commands. Other 
values are discussed with the corresponding commands.

The following sections list the L2TP VPN commands.

18.4.1  L2TP VPN Commands
This table lists the commands for L2TP VPN. You must use the configure terminal 
command to enter the configuration mode before you can use these commands.  

Table 75   Input Values for L2TP VPN Commands
LABEL DESCRIPTION

address_object The name of an IP address (group) object. You may use 1-31 alphanumeric 
characters, underscores(_), or dashes (-), but the first character cannot be a 
number. This value is case-sensitive.

interface_name The name of the interface.
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Figure 23   L2TP VPN Example

• The ZyWALL has a static IP address of 172.23.37.205 for the ge3 interface. 
• The remote user has a dynamic public IP address and connects through the Internet. 
• You configure an IP address pool object named L2TP_POOL to assign the remote users 
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19.2.2  Rule Commands for Pre-defined Applications
This table lists the comm
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19.2.6.1  General Command Examples
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Router# configure terminal
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IDP Commands  (183)
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CHAPTER  20 
Anti-Virus

This chapter introduces and shows you how to configure th
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21.3.2.1  Example of IDP Zone to Zone Rule Commands
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[no] icmp-decoder {truncated-header | 
truncated-timestamp-header | truncated-
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This example shows you how to display custom signature contents. 

Router(config)# show idp signatures custom-signature 9000000 contents
sid: 9000000
Router(config)# show idp signatures custom-signature 9000000 non-contents
sid: 9000000
  ack:
  dport: 0
  dsize:
  dsize_rel:
  flow_direction:
  flow_state:
  flow_stream:
  fragbits_reserve:
  fragbits_dontfrag:
  fragbits_morefrag:
  fragoffset:
  fragoffset_rel:
  icmp_id:
  icmp_seq:
  icode:
  icode_rel:
  id:
  ipopt:
  itype:
  itype_rel:
  sameip:
  seq:
  sport: 0
  tcp_flag_ack:
  tcp_flag_fin:
  tcp_flag_push:
  tcp_flag_r1:
  tcp_flag_r2:
  tcp_flag_rst:
  tcp_flag_syn:
  tcp_flag_urg:
  threshold_type:
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This example shows you how to display all details of a custom signature. 

This example shows you how to display the nu
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The following table lists the content filtering web category names.

rating_server The hostname or IP address of the rating server.

query_timeout The value specifies the maximum querying time when rating a URL in zysh. 
<1..60> seconds.

Table 108   
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22.6  General Content Filter Commands
The following table lists the commands that you can use for general content filter 
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1 First, create a sales address object. This example uses a subnet that covers IP addresses 
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23.2.1.1  Activate/Deactivate Anti-Spam Example
This example shows how to activate and deactivate anti-spam on the ZyWALL.

23.2.2  Zone to Zone Anti-spam Rules
The following table describes the commands for configuring the zone to zone rules. You must 
use the configure terminal command to enter the configuration mode before you can use 
these commands. 

Router# configure terminal
Router(config)# anti-spam activate
Router(config)# show anti-spam activation
anti-spam activation: yes
Router(config)# no anti-spam activate
Router(config)# show anti-spam activation
anti-spam activation: no
Router(config)#
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23.2.2.1  Zone to Zone Anti-spam Rule Example
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Use the white list to identify legitimate e-mail and the black list to id
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23.2.4.1  DNSBL Example
This example:

• Sets the ZyWALL to use “DNSBL-example.com” as a DNSBL.
• Turns DNSBL checking on. 
• Sets the ZyWALL to forward POP3 mail with a tag if the queries to the DNSBL domains 

time out.  
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Monitored Interfaces in Active-Passive Mode Device HA
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Authentication Objects  (259)
Certificates  (263)
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SSL Application  (273)
Endpoint Security  (277)
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25.2.4  Force User Authentication Commands
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25.2.5.1  Additional User Command Examples
The following commands display the users that
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The following sections list the address object and address group commands.
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CHAPTER  28 
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29.2.3  radius-server Commands 
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29.2.8  aaa group server Command Example
The following example creates a RADIUS server group with two members and sets the secret 
key to “12345678” and the timeout to 100 seconds. Then this example also shows how to view 
the RADIUS group settings.

[no] server group-attribute 
<1-255>
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CHAPTER  30 
Authentication Objects





 Chapter 30 Authentication Objects

ZyWALL (ZLD) CLI Reference Guide







Chapter 31 Certificates

ZyWALL (ZLD) CLI Reference Guide264

31.4  Certificates Commands Summary
The following table lists the commands that you can use to display and manage the ZyWALL’s 
summary list of certificates and certification requests. You can also create certificates or 
certification requests. Use the configure terminal command to enter the configuration 
mode to be able to use these commands.

organizational_unit Identify the organizational unit or department to which the certificate 
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[no] personal-firewall 
personal_firewall_software_na
me
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os-type {windows | linux | 
mac-osx | others}

Select the type of operating system the user’s computer must be 
using. Use the windows-version command to configure the 
checking items according to the set operating system. If you set this 
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System  (287)

System Remote Management  (295)
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Figure 27   Access Page Customization  

You can specify colors in one of the following ways:
• color-rgb: Enter red, green, and blue values in parenthesis and separate by commas. 

For example, use “rgb(0,0,0)” for black.
•
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35.3  Host Name Commands



Chapter 35 System

ZyWALL (ZLD) CLI Reference Guide290

35.4.1  Date/Time Commands
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35.6.2  DNS Commands
The following table identifies the values required for many of these commands. Other input 
values are discussed with the corresponding commands.

The following table describes the commands available for DNS. You must use the configure 
terminal
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CHAPTER  36 
System Remote Management

This chapter shows you how to determine which services/protocols can access which 
ZyWALL zones (if any) from which computers. 
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36.6.1  Telnet Commands Examples
This command sets a service control rule that allowed the computers with the IP addresses 
matching the specified address object to access the specified zone using Telnet service.

This command displays Telnet settings.



Chapter 36 System Remote Management

ZyWALL (ZLD) CLI Reference Guide302







 Chapter 36 System Remote Management

ZyWALL (ZLD) CLI Reference Guide



Chapter 36 System Remote Management

ZyWALL (ZLD) CLI Reference Guide306

36.10.3  Response Strings
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36.11.1.1  Vantage CNM Command Examples
The following example turns on Vantage CNM management and sets the ZyWALL to register 
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37.4  File Manager Commands Summary
The following table lists the commands that you can use for file management.

Table 179   
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37.11.1  Using the atkz -u Debug Command

?
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C
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38.1.3  Debug Log Commands
This table lists the commands for the debug log settings.

This table lists the commands for the remote syslog server settings.
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This displays the email daily report settings and has the ZyWALL send the report now.

39.3  Reboot
Use this to restart the device (for example, 
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CHAPTER  41 
 Diagnostics

This chapter covers how to use the diagnostics feature.  
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CHAPTER  R
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duration <0..300>
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Here are maintenance tool commands that you can use in configure mode.

The following example creates an ARP table entry for IP address 192.168.1.10 and MAC 
address 01:02:03:04:05:06. Then it shows the ARP table and finally removes the new entry.

42.0.1.1  Packet Capture Command Example
The following examples show how to configure packet capture settings and perform a packet 
capture. First you have to check whether a packet capture is running. This example shows no 
other packet capture is running. Then you can also check the current packet capture settings.

Then configure the following settings to capt
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[no] anti-spam statistics collect ............................................... 218
[no] anti-spam white-list [rule_number] e-mail 
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[no] idle <0..360> ............................................................... 80
[no] idp ........................................................................ 184
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[no] service-name {ip | hostname | service_name} ................................ 270
[no] service-object object_name ................................................. 246
[no] service-type {dyndns | dyndns_static | dyndns_custom | dynu-basic | dynu-premium | 

no-ip | peanut-hull | 3322-dyn | 3322-static} ............................ 106
[no] session-limit activate ..................................................... 131
[no] shutdown .................................................................... 52
[no] signature 
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budget {log-percentage|log-percentage-alert} [recursive <1..65535>] .............. 69
budget current-connection {keep|drop} ............................................ 69
budget new-connection {allow|disallow} ........................................... 69
budget percentage {ptime|pdata} <0..99> .......................................... 69
budget reset-counters ............................................................ 69
budget reset-day <0..31> ......................................................... 69
ca enroll cmp name certificate_name cn-type {ip cn cn_address|fqdn cn cn_domain_name|mail 

cn cn_email} [ou organizational_unit] [o organization] [c country] key-type 
{rsa|dsa} key-len key_length num <0..99999999> password password ca ca_name url 
url; ..................................................................... 264

ca enroll scep name certificate_name .............. cn-type {ip cn cn_address|fqdn cn 
cn_domain_name|mail cn cn_email} [ou organizational_unit] [o organization] [c 
country] key-type {rsa|dsa} key-len key_length password password ca ca_name url 
url ...................................................................... 264

ca generate pkcs10 name certificate_name cn-type {ip cn cn_address|fqdn cn 
cn_domain_name|mail cn cn_email} [ou organizational_unit] [o organization] [c 
country] key-type {rsa|dsa} key-len key_length ........................... 265

ca generate pkcs12 name name password password .................................. 265
ca generate x509 name certificate_name cn-type {ip cn cn_address|fqdn cn 

cn_domain_name|mail cn cn_email} [ou organizational_unit] [o organization] [c 
country] key-type {rsa|dsa} key-len key_length ........................... 265

cn_address
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nslookup ......................................................................... 28
ntp sync ........................................................................ 290
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show ............................................................................ 239
show ............................................................................. 28
show ............................................................................. 55
show [all] ...................................................................... 177
show aaa authentication {group-name|default} .................................... 259
show aaa group server ad group-name ............................................. 254
show aaa group server ldap group-name ........................................... 255
show aaa group server radius group-name ......................................... 256
show access-page settings ....................................................... 289
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